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?
&F Talk abouté

A Why is the internet so unsafe?
A Cyber/Security Landscape

A Social Engineering

A Mobile, BYOD

A Malware, Botnets, Attacks

A Internet of Things

A Cyber Defense

A Data protection & compliance
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CYBER-SECURITY Awhy i s t
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No comparison between the
Cyber world at the beginning
and the Cyber world as it is
today. o06Cern to

Technology has continued to
evolve at an incredible pace.
( Mo or e)Xxaevdrya2wrs.

Unimaginable internet growth
and scope. 1980-91

Implementation, 1992-95 50x
web servers. 1996-98 0807 0 1
commercialization. 1999-2001 1010110131

1m Boom! 2016 2.5bn users ’%?;f}gfg:
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Just a
few
decades
agoe

My first mobile Phone éa beauty !



Just a =
few g
decades

agoe

The fashion for I.T. Professionals !




CYBER-
SECURITY

an Afterthought?

Internet was designed without the fear of
Cyber Crime.

‘@k Email assumed safe and friendly use.

nnnnnnnnnnnnnnn

@ Because of fast growth and usage ¢l |
Legacy systems were difficult replace. 101 1ha01 1
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Password authentication still required. :;Sg;’;ggg A




CYBER— Landscape

#ic8, Cyber population over 2.5bn
@t Over 1bn web sites

@t Borderless (no passport checks)
e, Every minute, 2.5m Google Searches, 7m mamom&
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YouTube vids, 1.4m Facebook users 1531011011
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CYBER

Landscape
cont..

gactt Over 200bn emails sent per day

et More than half a billion (563m) mobile
devices and connections added in 2015
(current population 7.9bn)

2

ﬂ%‘z Prediction approx. 11.6bn mobile- |
connected devices by 2020 and over 50bn “’”‘”“”3
loT devices.(ey.com 2015) 11040110104
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WHAT IS CYBEFSECURIT‘?

2 Cyber security,
also referred to as information technology
security, focuses on protecting computers,
networks, programs and data from unintended

or unauthorized access, change or
destruction.
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CYBER
SECURIT
MARKET

gactl, Estimated 1m Cyber Security Job
Openings In 2016 (Forbes/Tech)

7, Market is expected to grow from $75 billion
iIn 2015 to $170 billion by 2020.

<, Economic Costs of Cyber Attacks is Aiid
between $300 billion i $1 trillion. (McAfee ?8?10101131
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2016) 1140101 1044




et 30 million cyber attack attempts per hour
(just over 2bn attacks per month.

#ac® Over 317m new malicious software
created in 2014. equates to over 1m new

1010170108

threats released each day! 1770101 1044
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CYBERTHREATS ¥
Social Engineering

oThe Carbon Layerd

Exploiting Human Vulnerabilities

OThe Art of Hu man

> Social engineering Is an attack vector that
relies heavily on human interaction and often
Involves tricking people into breaking normal
security procedures.

1140101 1044




CYBERTHREATS ¥
Social Engineering

OThe Art of Human Hack.i

What Is Baiting?

OExpl oiting human\@gtial Tt
the use of physic ged | a d

Baiting is when an attacker leaves a
malware-infected USB drive in a place it is
sure to be found. The finder then plugs the

e . _ _ 1 ;
stick into their computer, unintentionally |
installing the malware. 1110101 1,044
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CYBERTHREATS
Social Engineering

What is Phlshmg”" &
o Don't get "N > 3
Q@ o P L S

sCam.

Phishing is a form of fraud, which the
attacker tries to gain information e.g. login
credentials or account information disguised
as a authentic entity or person using email, or 1?3333?31131

1101011011

other communication methods. \§ior1010,




CYBERTHREATS | = o
Social Engineering Q

OThe Art of Hu man Hack"

To To I

To T

-\ hooked
X byan
email
scam.

Use your email 6s spam filters

Never click on an email link to a bank or payments site,
always go there from the browser.

Never open attachments if unsure.
Set email options to view as plain text, avoid HTML viewing.

Only connect to sites using https:// when entering personal

information.
Learn what phishing emails look like, Google and learn. e ol 13
If you are a business then give your employees Cyber 19101101,08

. .. ”01011011
Security training. ?10110707



CYBERTHREATS ¥
Social Engineering

OThe Art of Human Hack.i

What is Pretexting?
® &

J Y

Y& The practice of presenting oneself as
someone else In order to obtain private
iInformation. Pretexting may take the form
ofe Customer Service, Tech Support, Delivery
or any believable storyline.




CYBERTHREATS ¥
Social Engineering

OThe Art of Human Hack.i

What i1s Scareware?

g! o

'ECTED!

I =
Ayt I Lurs

System has been stopped due to a serfous malfunction.
Spyware activity has been detected.

It Is recommeded to use spyware removal tool to prevent data loss.
Do not use the computer before all spyware removed.

> Type of malware designed to trick victims
Into purchasing and downloading useless and
potentially dangerous software. E.g. antivirus

101104011

or antispyware, firewall application or registry 71 Ane

cleaner. Q07101




CYBER THREATS Scareware

® Warning!

@ Warning! Your computer is infected!

1. Scanner report: 27 infected files detected

MName Infected file

Wt TrustWarrior SOFTWARE\Microsoft\Win. ..
Wl Trojan-Spy.HTML.Bayfraud.hn C:\Documents and Setting...
Wl BAT.Looper C:\Documents and Setting...
W Trojan-PSW.Win32.Antigen.a C:\Documents and Setting...
W Trojan-PSW.YES.Half C:\Documents and Setting...
Wl Trojan-Spy.HTML.Bankfraud.ra C:\Documents and Setting. ..
Wl Virus.Win32.Faker.a C:\Documents and Setting...
W Trojan-PSW.Win32.Fantast C:\Documents and Setting...
«! Troijan-Spy.HTML.Paypal.hn C:\Documents and Setting...

Security risk
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Recommended: Please click “Activate” to eliminate all possible threats and protect Your PC.
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CYBER THREATS Ransomware




